IDTRONIC]

PROFESSIONAL RFID

UHF RFID Passwords and Locks



Memory Types on The RFID Tag UHF RFID
iDTRONIC GmbH

Ludwig-Reichling-Stralie 4

67059 Ludwigshafen Issue 0.3

Germany/Deutschland

Phone: +49 621 6690094-0
Fax: +49 621 6690094-9
E-Mail: info@idtronic.de
Web: idtronic.de

—06. October 2025 —

Subject to alteration without prior notice.
© Copyright iDTRONIC GmbH 2025
Printed in Germany

Page 2 of 7 iDTRONIC GmbH

UHF RFID



UHF RFID Memory Types on The RFID Tag

Contents

1 Memory TYPES ON The RFID TAE ....cccceiiiiiiiiiiisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 4
11 RESEIVEA IMIEIMOIY ..ttt ettt ettt ettt et e et e b e s bt e bt e s bt e b ee s b et e bt e sab et e beesabe e e bt e s beeeabeesabeeebeesabeeeneenane 4
1.2 [ O Y/ =T 4 oo o OSSOSO ORORON 4
1.3 LI 1Y/ LT 4 o PP PPN
14 User Memory
1.5 Chart of MemOry BanK LAYOUL.......cccccuiiiiiiiiee e ciieeeectee e etee e et e e e et e e etae e e e s tb e e e estaeesensaeeesasseaeenssseessnssaeesnssenanns 4

2 LOCKS .uvvuennnnininiiisisissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsss 4
2.1 [[agTeTe] ez oL A\ o 1 (=TSO OTPON 4
2.2 St PASSWOIA PrOtECTION ...eieieiieeiiiee ettt et e e et e s et e e sttt e e e sabe e e seabeeesaabteessabaeeeenreeesanseeas 4
2.3 SECUNLY OF LOCK STATUS ..ttt ettt et be e s bt e s bt e e bt e e bt e s be e e ssbesbeeesneeeneas 5
2.4 Possible Locks of Memory Banks EPC, TID, USET ......cccicuieeeriieeeieiieresireeeesieeessseeesessnseeeessssessssssessssnseessssssessnnnes
2.5 Possible Locks of Password in Reserved Memory

3 Setting Access Restrictions with the Reader DEmO TOO| .......ccuuviiieieieeeiieiiieeeiieeemeeeeeeeeemesesssssssssssssssssssssssssssssssssssssssss 6
3.1 Set Passwort
3.2 SO LOCKS 1eveeiuteeruieeeteesteestte st e esttesbe e sbeesabeesabeesabeesaseesabeeeaseeeabaeeabaesabee e asaeeabeeeabeeeabe e e baeenbe e e bee e beeenateeaeeenareeres

UHF RFID Page 3 of 7



Memory Types on The RFID Tag UHF RFID

1 Memory Types on The RFID Tag

1.1 Reserved Memory

This memory bank is 8 Byte (= 16 nibbles = 64 bit in size. The first 4 Bytes (blocks 0 & 1) contain the KILL password, and
the following 4 Bytes (blocks 2 & 3) the ACCESS password. After you have written a password, this memory bank should
be locked, so the passwords cannot be easily read out and overwritten (pls. see below).

1.2 EPC Memory

This memory bank contains the EPC (electronic product code) and further bytes (PC — Protocol Control, CRC — Checksum
of EPC). It is at least 12 Bytes = 24 nibbles = 96 bits in size. Some RFID tag types can allocate bytes from the user memory
bank to the EPC memory bank, so larger EPCs can be stored.

Minimum size: 2 bytes CRC + 2 Bytes PC + 12 Bytes EPC

1.3 TID Memory

This unique tag ID is written in chip factory and can typically not be altered.

14 User Memory

The user memory is not available for all types of RFID tag types. Some have only 64 bytes (= 128 nibbles = 512 bits). There
are also RFID tag types with up to 8 kbytes of memory.

1.5 Chart of Memory Bank Layout
MsB LsB
00, Word 0 of Block 0 OF,
MSB LsB
Bank 11 USER : MsB LsB
10, TID [15:0] 1F, :
Bank 10 TID 00, TID [31:16] OF, 220, Optional XPC_W2 [15:0] |22F,
210,]  Optional XPC_W1 [15:0] ] 21F,
Bank 01 EPC .
Bank 00 RESERVED MSB LSB EPC [15:0]
20 EPC [N:N-15] o,
30, Access Passwd [15:0] 3F, " - "
20, Access Passwd [31:16] 2 :Jgh SSttorzt::P:C[1155.’(.J; :;h
10, Kill Passwd [15:0] 1F, h ore [15:0] h
00, Kill Passwd [31:16] OF,
2 Locks
2.1 Important Note

Only reserved memory bank (access and kill passwords) can be both write and READ locked —all others (EPC, TID, and
User) can be write-locked only. Typically the Tag Identification (TID) memory bank is perma-locked at the chip factory.
2.2 Set Password Protection

1.  Write password into reserved memory bank.

2. Lock access password.
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3.  Lock the desired memory bank (EPC or User) against changes (write lock memory bank).

If the access password is not locked, the password can simply be read from the reserved memory bank and used. Unless
they were permanently locked (perma-locked, always not writable / accessible).

23 Security of Lock Status

The lock status cannot be retrieved from the tag, it can only be altered. It can only be detected by error messages when
access to locked functions is performed.

24 Possible Locks of Memory Banks EPC, TID, User

These memory banks are always readable. Thy can only be locked against alteration.

There are theses 4 lock states:

1.  Unlocked and writable.
2. Perma-UNlocked and always writable (can never be locked).
3.  Locked, locked, secured writable with password.

4.  Perma-locked, memory content can no longer be altered (can never be unlocked, always not writable).

Selection in BLUEBOX Show

[N{} Change v]
Sritable

Alwrays Writable

Secured Writable

Alvays Mot Wiitable

2.5 Possible Locks of Password in Reserved Memory

This memory bank can also be disabled against read-out. The access password can be blocked separately from the kill
password.

There are theses 4 lock states:

1.  Unlocked and fully accessible (read + write).

2.  Perma-UNlocked, can never be locked, always accessible (read + write).
3. locked, secured accessible with password (read + write).

4, Perma-locked, can never be unlocked, always not accessible

Selection in BLUEBOX Show

[N{} Change v]

Accessible
Always Accessible
Secured Accessible

Alvays Mot Accessible
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3 Setting Access Restrictions with the Reader Demo Tool

[ Gen? - Tag Settings - l l ? |ﬁ1
' Gen2 - Tag Settings

EPC: 00-00-00-18-83-10-00-28-15-20-75-88
)| Reader Id: PUR RM1 - 00-00-23-aD @ \\.\COM15 I
Information
Manufacturer: Alien Technology & Refresh
Model Mumber: 0x000412

User Memory Size: -

Functions
> Read [ Write / SetEPC m Text Edit
| SetPassword i Lock *K v
3.1 Set Passwort

[ Gen2 - Set Password &Iﬂr
| Gen2 - Set Password

EPC 00-00-00-18-83-10-00-28-15-20-78-88
Current Access Password: 00-00-00-00
i Password Type: | Access -
i Mew Password: 00-00-00-00
[ |

Select which password to set:

EPC 00-00-00-18-83-10-00-28-15-20-78-88
Current Access Password: 00-00-00-00
| Password Type: | Access i
Kill
[l Mew Password; |
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3.2 Set Locks

f Gen? - lockTag p— M-‘
(] Gen2 - Lock Tag

EPC 00-00-00-18-83-10-00-28-15-20-73-88
Memory Space: EPC b
Action: | Unlock A
Current Access Password: 00-00-00-00

Gen2 Description

[ Associated memory bank is writeable from either the
open or secured states.

MNote:

To lock a tag make sure F)
an access password is set, w Ok 0 Cancel

Select what memory bank to lock/unlock:

EPC 00-00-00-18-83-10-00-28-15-20-78-88
Mermory Space: | EPC e
Action: Kill password

Arcess iEISS'.I".'DFEI

Current Access Password: TID

GenZ Description User
Select a lock status:
EPC 00-00-00-18-83-10-00-28-15-20-78-88
Memory Space: EPC b
Action: | Unlock -

Current Access Password: Lock

= Permalock
Gen2 D ti
i Sl Lock & Permalock
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